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Abstract: This paper proposes a new Sol#X for KI#2 to enable the support of PDU Set detection and identification for e2e encrypted XRM traffic.
1. Discussion
[bookmark: _Hlk145365979]This PCR proposes a new solution for KI#2 to enhance PDU Set Identification for end-to-end encrypted XRM traffic in 5G networks: 
[bookmark: _Hlk87257355]-	If and how the 5GS performs PDU Set information Identification in an end-to-end encryption scenario.
2. Proposal
It is proposed to capture the following changes vs. TR 23.700-70.
[bookmark: _Toc517082226]* * * * First change * * * *
[bookmark: _Toc22192650][bookmark: _Toc23402388][bookmark: _Toc23402418][bookmark: _Toc26386423][bookmark: _Toc26431229][bookmark: _Toc30694627][bookmark: _Toc43906649][bookmark: _Toc43906765][bookmark: _Toc44311891][bookmark: _Toc50536533][bookmark: _Toc54930305][bookmark: _Toc54968110][bookmark: _Toc57236432][bookmark: _Toc57236595][bookmark: _Toc57530236][bookmark: _Toc57532437][bookmark: _Toc148498831][bookmark: _Toc16839382][bookmark: _Toc435670433][bookmark: _Toc436124703][bookmark: _Toc509905226][bookmark: _Toc510604403][bookmark: _Toc22214904][bookmark: _Toc23254037][bookmark: _Toc146636837][bookmark: _Toc148441189]6.0	Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues
	Solutions
	Key Issue #

	
	<KI #1>
	<KI#2>
	<KI#3>
	<KI#4>
	<KI#5>
	<KI#6>
	<KI#7>
	<KI#8>
	<KI#9>

	#1: PDU Set content ratio awareness at RAN
	x
	
	
	
	
	
	
	
	

	#2: Discarding of redundant PDUs (FEC) and reporting
	x
	
	
	
	
	
	
	
	

	#3: FEC mechanism and PSI based PDU Set QoS Handling Enhancement
	x
	
	
	
	
	
	
	
	

	#4: PDU Set FEC-based PDU Set QoS Handling
	x
	
	
	
	
	
	
	
	

	#5: PDU Set Handling and Information marking …for PSDB/PSER/PSIHI
	x
	
	
	
	
	
	
	
	

	#6: Enhanced Alternative QoS Profiles for PDU set based QoS handling
	x
	
	
	
	
	
	
	
	

	#7: Enhancing alternative QoS profile …PDU set QoS parameters
	x
	
	
	
	
	
	
	
	

	#8: Consistent PDU Set Handling between AF and 5GS
	x
	
	
	x
	
	
	
	
	

	#9: PDU Set information identification for encrypted traffic
	
	x
	
	x
	
	
	
	
	

	#10: PDU Set information identification based on MoQ
	
	x
	
	
	
	
	
	
	

	#11: RTP over QUIC based Encrypted Traffic …QoS flows mapping
	
	x
	
	
	
	
	
	
	

	#12: Obfuscated Metadata to Classify Payload in Encrypted Media Packets
	
	x
	
	x
	x
	
	
	
	

	#13: Multiple DSCP markings per QoS Flow
	
	
	x
	
	
	
	
	
	

	#14: Extending Packet Filter … within a single transport connection
	
	
	
	x
	
	
	
	
	

	#15: Traffic Detection and QoS mapping for XR and Media services
	
	
	
	x
	
	
	
	
	

	#16: AS based trigger of data boost handling with reflective QoS
	
	
	
	
	x
	
	
	
	

	#17: L4S in non-3GPP access networks
	
	
	
	
	
	x
	
	
	

	#18: PDU Set handling in wireline/wireless non-3GPP access
	
	
	
	
	
	
	x
	
	

	#n: PDU Set identification for end-to-end encrypted traffic
	
	x
	
	
	
	
	
	
	



* * * * Second change (All new text)* * * *
[bookmark: _Toc500949097][bookmark: _Toc92875660][bookmark: _Toc93070684][bookmark: _Toc148498832]6.X	Solution #n: PDU Set identification for end-to-end encrypted traffic
[bookmark: _Toc500949098][bookmark: _Toc92875661][bookmark: _Toc93070685][bookmark: _Toc148498833]6.X.1	Key Issue mapping
[bookmark: _Toc500949099][bookmark: _Toc92875662][bookmark: _Toc93070686]This solution addresses Key Issue #2: "Support PDU Set information identification for end-to-end encrypted XRM traffic".
[bookmark: _Toc148498834]6.X.2	Description
[bookmark: _Toc500949101][bookmark: _Toc92875663][bookmark: _Toc93070687]This solution proposes to enable the support of PDU Set related handling for end-to-end encrypted traffic using QUIC as transport protocol and the capsule protocolHTTP Datagrams [Y] as in-band communication between 5GS and the content-provider AS. The end-to-end XRM traffic can be RTP over QUIC, media over QUIC or any other XRM application protocol carried over QUIC.
The packets carrying XRM traffic are encapsulated within QUIC packets via QUIC streams and datagrams to transport real-time data within a QUIC connection for a specific IP flow (represented by IP 5-tuple) and are encrypted through embedded QUIC security based on TLS 1.3. 
The solution is based on the following principles:
· To receive PDU Set information from the AS in a secure way, the UPF establishes a UDP tunnel to the AS by sending an HTTP request with the "connect-udp" upgrade token to an HTTP proxy integrated in the AS and  indicating the capability to receive PDU Set information in capsulesdedicated HTTP datagrams, according to the capsule protocol [Y]. As an alternative, a tunnel may be established with the “connect-ip” upgrade token.
· Editor’s note: The criteria for the release of the QUIC connection between the UPF and AS is FFS.

· Capsules Dedicated HTTP datagrams are specified to contain PDU Set information, namely the PDU Set Sequence Number, PDU Set Size and Importance, PDU Sequence Number within the PDU Set and End of Data Burst indication.
NOTE:	The capsule type for PDU set information shall be specified by SA4.
Editor’s note: Whether and how IETF standardization is required is FFS.


· To avoid re-encapsulation and re-encryption, all XRM payload packets shall be forwarded using the Forwarded Mode in QUIC-Aware Proxying using HTTP [Z] and coalesced with the capsule containing the PDU Set InformationQUIC packets containing HTTP datagrams with PDU Set Information. Note that this optimization is not available if connect-ip is used instead.
NOTE: QUIC packets carrying end-to-end XRM data are distinct from QUIC packets carrying HTTP datagrams with PDU Set information. The QUIC packets carrying XRM data belong to the e2e QUIC connection established between the UE and the AS and are encrypted end-to-end. The QUIC packets carrying HTTP datagrams with PDU Set information belong to the QUIC connection established between the UPF and the AS and are encrypted between them. These packets are coalesced into a single UDP datagram to create a strong binding between PDU and PDU Set information, which are then sent between the UPF and the AS. Doing it this way removes the need for double encryption of XRM payload, thus reducing the overhead of the solution.
HTTP Datagram with PDU Set Information 
QUIC XRM Payload QUIC packet 
UDP DatagramPacket

Figure 6.X.2-1: PDU Set Information capsule datagram coalesced with QUIC XRM Payload QUIC packet 

· The AF sends AF session request message including QoS requirement and assistance information for the media traffic to the NEF/PCF including:
· The QoS requirements that contain the PDU Set based QoS parameters 
· Traffic description that includes the matching condition: IP filter or application ID
· Protocol Description that indicates the capsule HTTP Datagram specification for PDU Set Information.
· FQDN address of the target AS.
[bookmark: _Toc148498835]6.X.3	Procedures
[bookmark: _Toc104883128][bookmark: _Toc113426282][bookmark: _Toc117496707]6.X.3.1	PDU Set based QoS handling for end-to-end encrypted XRM traffic


Figure 6.X.3.1-1: Procedure for PDU Set based QoS handling for QUIC-based encrypted traffic
The process includes the following steps:
· Step 1: PDU Session Establishment procedure (defined in clause 4.3.2.2.1 of TS 23.502 [3]) is performed.
· Step 2: The AF sends Nnef_AFsessionWithQoS_Create request to the PCF/NEF as defined in clause 4.15.6.6 of TS 23.502, providing PDU Set based QoS requirement and assistant information for traffic detection. It provides an indication of PDU Set Information Capsules Datagrams in the Protocol Description and the Address of the AS to establish the UDP tunnel with the connect-udp (or connect-ip as an alternative).
The PCF generates PCC Rules based on the information provided by the AF and/or local policies, as defined in clause 6.1.3.27.4 of TS 23.503 [3] and including a request to identify and mark the PDU Set information on the end-to-end encrypted media traffic.
· Step 3: PCF forwards the PCC Rules for end-to-end encrypted XRM traffic to the UPF within SM Policy Association Establishment/Modification
· Step 4: The SMF binds the PCC rules to a new QoS flow, determines the applicable QoS Profile and determines N4 rules including a QoS Enforcement Rule with PDU Set marking indication, a Packet Detection Rule including the Packet Detection Information and a Protocol Description for PDU Set Information Capsules Datagrams and a Forwarding Action Rule with an indication to establish the UDP tunnel and the FQDN for the AS. Alternatively, the SMF may be configured to support PDU Set QoS handling without receiving PCC rules from a PCF.
The SMF sends the N4 rules including PDR, QER and FAR to the PSA UPF.
· Step 5: the SMF sends the QoS profiles to the NG-RAN via AMF.
· Step 6: the SMF sends the QoS rules in a NAS message to the UE via AMF and NG-RAN.
· Step 7: The UE initiates an end-to-end QUIC connection towards the AS to enable the end-to-end encryption of the XRM traffic
· Step 8: The UPF matches the PDR for the end-to-end encrypted XRM using the Packet Detection Information and determines that PDU Set identification and marking is to be applied based on the linked Quality Enforcement Rule
Editor’s Note: Whether and how the UPF can determine to establish an UDP tunnel to the AS when the same EAS IP address may host XRM and non-XRM based applications is FFS.
· Step 9: Based on the contents of the FAR, the UPF decides to establish a QUIC connection to the AS and sends a connect-udp to the target AS identified by its FQDN to establish a UDP tunnel
· Step 10: The UPF forwards the initial QUIC packet sent by the UE in step 7 towards the AS using the UDP tunnel
· Step 11: The AS and UE complete the end-to-end QUIC connection establishment with packets forwarded through the UDP tunnel
· Step 12: The AS sends XRM payload packets together with capsules HTTP datagrams with the PDU Set information. The capsules HTTP datagrams and payload packets are sent coalesced on the same UDP packet. This allows forwarding the packets by means of the Forwarded Mode in QUIC-Aware Proxying Using HTTP [Z], thus avoiding encapsulation and further encryption of the already encrypted XRM packets
Editor’s Notes: Whether and How QUIC-Aware Proxying Using HTTP can support packets coalesce needs further study.

· Step 13: UPF takes the QUIC packets from the UDP tunnel and sends them to the NG-RAN, adding the PDU Set information from the capsules HTTP datagrams to the GTP-U extension header
[bookmark: _Toc326248711][bookmark: _Toc510604409][bookmark: _Toc92875664][bookmark: _Toc93070688][bookmark: _Toc148498836]
6.X.4	Impacts on services, entities and interfaces
AF:
-	Provides the Protocol Description with an indication of the Capsule protocol with capsule typeHTTP datagrams for PDU Set Information within Nnef_AFsessionWithQoS_Create request.
-	Provides the FQDN address of the target AS within Nnef_AFsessionWithQoS_Create request.

PCF:
-	Receives the Protocol Description and the FQDN of the AS from the AF.
-	Generates PCC rules with the capsule type name, a UDP tunnel set up indication and the FQDN of the target AS.
SMF:
-	Sends N4 rules to the UPF including PDRs, QERs and FARS with the capsule type Protocol Description, PDU Set identification and marking indication and a UDP tunnel setup indication and FQDN of the target AS.
UPF:
-	Establish a UDP tunnel when matching an UL PDR linked to a FAR with UDP tunnel set up indication, if the tunnel is not already established.
-	Receive capsules HTTP datagrams with PDU Set Information coalesced with QUIC packets from the AS through the UDP tunnel.
-	Send the QUIC packets to the NG-RAN together with the PDU Set information from the capsules HTTP datagrams in the GTP-U header extension.

* * * * Third change * * * *
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